Vol. 44, No. 12 December 2015

Highlights
3
Cascade County
Commissioner
Represents Montana in
WA D.C.

5
HCT News

7
Brian’s General Law
Update

9 - 10
Emelia’s Safety Corner

12
NACo News

13
Commissioner Profile

19
2016 Legal Holidays

20
Calendar of Events

“Have you ever been stressed at work?”
Conditions That Are Not Covered
by Workers’ Compensation
By: Liz Krzan, MACo Senior Claims Representative
Chris Holling, MACo Senior Claims Representative
Workers’ Compensation laws have been adopted by all states and were designed to
provide and achieve two goals: to provide medical care and income to workers injured
on the job and to provide death benefits to families of workers killed on the job.
In Montana, the definition of an injury is defined under Montana Code Annotated (MCA)
39-71-119 as:
“39-71-119. Injury and accident defined.
(1) "Injury" or "injured" means:
(a) internal or external physical harm to the body that is established by
objective medical findings;
(b) damage to prosthetic devices or appliances, except for damage to
eyeglasses, contact lenses, dentures, or hearing aids; or
(c) death.
(2) An injury is caused by an accident. An accident is:
(a) an unexpected traumatic incident or unusual strain;
(b) identifiable by time and place of occurrence;
(c) identifiable by member or part of the body affected; and
(d) caused by a specific event on a single day or during a single work shift.”
This section of the law allows for coverage of an injury that occurs on the job and is
caused by a single event that can be identified by a specific time and place. Compensability of the claim is determined according to this section of the law but is not exclusive
as other factors may need to be investigated, such as timely reporting, course and
scope, etc.
Occasionally the Claims Department receives a First Report of Injury (FROI) for other
conditions that are not considered compensable under Section 3 of MCA 39-71-119.
These conditions include: stress, PTSD and heart attacks. Stress is a natural reaction
that all of us experience from being in situations that cause heightened levels of anxiety,
sometimes resulting in mental distress that could result in an emotional breakdown.
This level of stress may also result in physical manifestations. No matter what job you
are in, there are varying levels of stress and everyone handles stress differently.
Section 3 of MCA 39-71-119 is defined as:
“(3) "Injury" or "injured" does not mean a physical or mental condition arising
from:
(a) emotional or mental stress; or
(b) a nonphysical stimulus or activity.”
Continued on page 2...
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This section excludes claims for stress. Can you imagine the amount of claims that would generate if a worker could
claim stress under the Workers’ Compensation system? Every one of us would have a claim.
Section 5 of MCA 39-71-119 is defined as:
(5) (a) A cardiovascular, pulmonary, respiratory, or other disease, cerebrovascular accident, or myocardial
infarction suffered by a worker is an injury only if the accident is the primary cause of the physical condition in
relation to other factors contributing to the physical condition.
(b) "Primary cause", as used in subsection (5)(a), means a cause that, with a reasonable degree of medical
certainty, is responsible for more than 50% of the physical condition.”
This section of the law outlines other conditions that occur while a worker is on the job such as a heart attack or stroke.
A typical misunderstanding is that because the worker suffered the heart attack or stroke while he or she was on the job,
it is covered by under Workers’ Compensation. Section 5 is clear on this issue in that such conditions are not compensable.
So – is there ever a time when stress, PTSD or a heart attack IS covered under Workers’ Compensation? The answer is
yes. Such condition is covered under the Workers’ Compensation system when it was primarily caused as the result of
the actual work injury. What this means is that the worker must have been subjected to either unusual or extraordinary
physical exertion, violence, or strain while in the course and scope of his or her duty. The medical condition must also be
proven by objective medical findings.
If you have any questions regarding coverage for any of these types of conditions, please do not hesitate to contact the
MACo Workers’ Compensation Trust. We are happy to help in any way that we can.
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Cascade County Commissioner Joe Briggs Represents Montana in D.C.
In November I had an opportunity to visit the NACo office for a quick meeting while I was in DC representing the
Montana Defense Alliance. David Weissman, the Chairman of the MTDA and I were in DC for meetings with
Senators Tester and Daines as well as Congressman Zinke and several Pentagon officials on behalf of the military
missions located here in Montana.
Although the Montana Defense Alliance was originally founded in Cascade County to lobby on behalf of Malmstrom
AFB and the Montana Air National Guard located in Great Falls, our mission has grown rapidly and we now work
on behalf of all military missions in Montana as well as Homeland Defense issues.
This was one of several trips members of our travel team have taken this year in order to nurture the contacts
necessary to be an effective voice for the Montana military missions. Members of our team routinely attend such
events as the Association of Defense Communities conferences, the Nuclear Deterrence Summit, the Air Force
Association conference as well briefings hosted at STRATCOM, 20th Air Force Command and Global Strike
Command. Additionally we meet regularly with the Commander of Malmstrom AFB, the Commander of the
Montana Air National Guard, the Commander of the 120th and the Adjutant General of Montana.
The MTDA is governed by an Executive Committee made up of contributing members and we are all volunteers.
The majority of the Executive Committee are individual or business donors to our effort with the balance being local
government or quasi-governmental representatives.
A number of other Montana counties have joined the Alliance over the last two years and I would encourage each
of you to consider joining as well. Our active duty as well as our National Guard are integral parts of our state’s
economy and the brave men and women who serve us in uniform deserve our support. Please join us in this
important effort.
Best wishes, Joe Briggs

David Weissman, Chairman, Montana Defense Alliance and ,

Joe Briggs, Cascade County Commissioner
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Increase your Local Tax Base
with SBA 504 Loans!
The SBA 504 Loan Program stimulates private sector investment in long-term
fixed assets in order to increase productivity, create and retain jobs, and increase
the local tax base. In 1953 the U.S. Small Business Administration (SBA) was
created by Congress to provide services to small businesses. Five years later they
established what is known today as the SBA 504 Loan Program. The program
assists new or expanding businesses in purchasing their long-term fixed assets
such as land, buildings, machinery and equipment; or in modernizing, renovating
or restoring existing facilities. The stimulus is provided with long-term, low down
payment, fixed-rate loans to businesses.
As shown in the chart below, the typical SBA 504 project has a 50-40-10 structure, meaning that there is a
first lien loan with a financial institution for 50% of the total project cost, a second lien loan with an SBA 504
loan for 40% of the total project cost and a 10% contribution from the small business. The 50% financial
institution’s loan must have a reasonable interest rate with a term of at least 7 years when accompanied by a
10 year SBA 504 Loan or at least 10 years when accompanied by a 20 year SBA 504 loan. The 40% SBA
504 Loan Program offers a fixed interest rate for either a 10 or 20 year term which makes payments
affordable and predictable (The current 20 year overall effective interest rate is 4.80% and the 10 year rate is
4.24%). Business owners typically only need a 10% contribution, which is less than most conventional
financial methods allow, so they are able preserves cash and maximize cash flow.
SBA 504 Loan Program Structure
Project
Costs
50%

Source

Lien

Financial Institution

1st

40%

MCFC /
SBA 504 Loan

2nd

10%*

Small Business

Funding
Limits
No limit
$50M to
$5MM**

Rate
Market

Term
(Real Estate)
10 years or longer

Term
(Equipment)
7 years or longer

Fixed

20 years

10 years

*15% on special use properties or start-up businesses; 20% for special use properties and start-up businesses.
**Up to $5,500,000 if a manufacturer or an energy goal is met.

Montana Community Finance Corporation (MCFC) is certified and regulated by SBA to package, process,
close and service the SBA 504 Loan Program anywhere in the state of Montana. MCFC is a private, nonprofit corporation, and does not receive any subsidy or contribution from state or federal sources, nor does it
solicit donations. The majority of its income primarily comes from servicing its 504 loan portfolio. For more
than 31 years, MCFC has been helping small business take the next step in Montana. Obtaining approval on
over $145.3 million in SBA 504 loans, MCFC has helped created new jobs and increase the local tax base in
28 Montana counties.
With our history of helping business take the next step, let our experienced team answer any
questions you may have or guide you thru the SBA 504 loan process. Check out our website at
www.mtcommunityfinance.org or give us a call toll-free 866-443-3612 to find out more about the SBA 504
Loan Program.
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NEW—MANDATORY EMPLOYER REPORTING
Testing for Electronic Filing of B & C Series Forms 1094 & 1095
As you prepare to submit your filing for the 2015 calendar year, please remember that you will need
to perform electronic filing testing prior to filing your reports.
Montana County Employers submitting the forms directly to the IRS will need to register online to
create a user account through IRS Registration Services. Once registered, you must complete the
ACA Information Return Transmitter Control Code (TCC) Application to receive a TCC in the mail,
prior to electronically filing Affordable Care Act Information Return (AIR) Forms B & C Series 1094 &
1095. Filers must use approved software to perform the communications test.
Testing is required for the first year only to ensure that the IRS can receive the electronic returns
and the filer can retrieve acknowledgements. Testing is currently open and more information can be
found at: https://www.irs.gov/for-Tax-Pros/Software-Developers/Information-Returns/AffordableCare-Act-Assurance-Testing-System-Information
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Brian's
General Law Update
By Brian Hopkins, MACo General Counsel

The Fair Labor Standards Act – The Basics
The Fair Labor Standards Act (FLSA) is the law which governs minimum wage, overtime pay, and employee
record-keeping requirements. The current minimum wage in Montana is $8.05 per hour. The Montana
Department of Labor and Industry reviews changes in the cost of living annually and adjusts the amount
upward if there has been a sufficient change in the cost of living. Because of extremely small changes in the
rate of inflation, the minimum wage of $8.05 will remain unchanged through 2016.
All County employees are covered by the FLSA to some degree, even those who are classified as “exempt.”
The majority of County employees are referred to as “non-exempt,” meaning that they are not excluded from
any major provisions of the FLSA; they are fully covered by this law. After 40 hours of work in a week, nonexempt employees are entitled to overtime at the rate of one and one-half times their regular pay. A provision
of the FLSA which applies only to government employees states that non-exempt employees can be provided
with compensatory (“comp”) time in lieu of overtime pay. Emergency, law enforcement, and seasonal
personnel may accumulate up to 480 hours of comp time, while other non-exempt employees may earn 240.
Because the overtime rules apply, a non-exempt employee would earn 240 hours of comp time for 160 hours
of work, effectively providing him or her comp time at one and one half times normal accrual rates. This
provision of law can be implemented only with the approval of an employee, or by a union that is bargaining
on his or her behalf. Non-exempt employees cannot be required to accrue comp time.
The other category of employees consists of those partially exempt from many of the provisions of the FLSA.
Most importantly, they are exempt from the provisions relating to overtime. Counties should be careful about
classifying employees as exempt; otherwise, they could be viewed as doing so to avoid paying overtime to
otherwise non-exempt employees. The MACo website has model position descriptions which indicate
whether a position should be treated as exempt or non-exempt. Generally, the exempt classification is limited
to three groups of employees: Professional, such as attorneys and physicians; Executive, such as individuals
who supervise at least two employees; and Administrative, which is a category which includes individuals
who exercise considerable discretion and independent judgment related to the management of County
business. Examples of the latter category include accountants. Even though exempt employees cannot earn
overtime, it is permissible to provide them with comp time on a one-for-one basis for hours worked in excess
of 40 hours in a week.
There are a couple of pitfalls associated with not properly recording time worked. Counties should ensure
that non-exempt employees are not working “off the clock.” This can be as unintentional as answering the
phone during the lunch hour, or more serious, like working overtime without permission. In either situation,
employees would be entitled to pay for the time worked, though they might also be subject to discipline if they
intentionally worked overtime contrary to their supervisor’s orders. Counties should also require that exempt
employees track their time so they can be held publicly accountable for their management and supervisory
responsibilities, and they can be provided with one-for-one comp time if they work more than 40 hours per
week.
The FLSA website (http://www.dol.gov/whd/flsa) is an excellent resource for further information about this
law. You are also welcome to contact MACo with any questions.
MACo News • Volume 44, Number 11 • November 2015
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Directory of Montana
County Officials

COMING IN FEBRUARY

MACo Conferences
2016 Midwinter Conference
February 1-4 - Heritage Inn, Great Falls

2016 Annual Conference
September 18-22 - Billings Hotel
and Convention Center
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Emelia’s Safety Corner
Safety tip of the Month
Ladder Safety
Falls from portable ladders (step, straight, combination and extension) are one of the leading causes of
occupational fatalities and injuries. Recently, in one of our member counties, a seasonal employee was on
an extension ladder unscrewing a 2”x6”. He was preparing walls before an insulation company came in to
spray them. The feet of the ladder slipped out from underneath him and he fell 10-12 feet to the cement floor
landing on his rear end. This task was not an everyday task. He had no training on the ladder.
The supervisor should have completed a Job Task Analysis prior to the job task to determine the hazards
and to determine the proper equipment to use. If it was determined that the ladder was the best choice to do
this job, then ladder training should have been completed prior to the job. Ladder training should include the
following:


















Read and follow all labels/markings on the ladder.
Avoid electrical hazards! – Look for overhead power lines before handling a ladder.
Avoid using a metal ladder near power lines or exposed energized electrical equipment.
Always inspect the ladder prior to using it. If the ladder is damaged, it must be removed from service and tagged until repaired or discarded.
Always maintain a 3-point (two hands and a foot, or two feet and a hand) contact on
the ladder when climbing. Keep your body near the middle of the step and always
face the ladder while climbing (see diagram).
Only use ladders and appropriate accessories (ladder levelers, jacks or hooks) for
their designed purposes.
Ladders must be free of any slippery material on the rungs, steps or feet.
Do not use a self-supporting ladder (e.g., step ladder) as a single ladder or in a
partially closed position.
Do not use the top step/rung of a ladder as a step/rung unless it was designed
for that
purpose.
Use a ladder only on a stable and level surface, unless it has been secured
(top or bottom) to prevent displacement.
Do not place a ladder on boxes, barrels or other unstable bases to obtain additional height.
Do not move or shift a ladder while a person or equipment is on the ladder.
An extension or straight ladder used to access an elevated surface must extend at least 3 feet above the point of support (see diagram). Do not stand on
the three top rungs of a straight, single or extension ladder.
The proper angle for setting up a ladder is to place its base a quarter of the
working length of the ladder from the wall or other vertical surface
(see diagram).
A ladder placed in any location where it can be displaced by other work activities must be secured to
prevent displacement or a barricade must be erected to keep traffic away from the ladder.
Be sure that all locks on an extension ladder are properly engaged.
Do not exceed the maximum load rating of a ladder. Be aware of the ladder’s load rating and of the
weight it is supporting, including the weight of any tools or equipment.
Continued on page 10...
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Ladder Safety
Continued from page 9..

The Three Point-of-Contact Climb
Factors contributing to falls from ladders include haste, sudden movement, lack of attention, the condition of
the ladder (worn or damaged), the user's age or physical condition, or both, and the user's footwear.
Although the user's weight or size typically does not increase the likelihood of a fall, improper climbing
posture creates user clumsiness and may cause falls. Reduce your chances of falling during the climb by:





wearing slip-resistant shoes with heavy soles to prevent foot fatigue;
cleaning the soles of shoes to maximize traction;
using towlines, a tool belt or an assistant to convey materials so that the climbers hands are free when
climbing;
climbing slowly and deliberately while avoiding sudden movements;
never attempting to move a ladder while standing on it;
keeping the center of your belt buckle (stomach) between the ladder side rails when climbing and while
working. Do not overreach or lean while working so that you don't fall off the ladder sideways or pull the
ladder over sideways while standing on it.




When climbing a ladder, it is safest to utilize Three Points-of-Contact because it minimizes the chances of
slipping and falling from the ladder. At all times during ascent, descent, and working, the climber must face
the ladder and have two hands and one foot, or two feet and one hand in contact with the ladder steps, rungs
and/or side rails. In this way, the climber is not likely to become unstable in the event one limb slips during
the climb. It is important to note that the climber must not carry any objects in either hand that can interfere
with a firm grip on the ladder. Otherwise, Three Points-of-Contact with the ladder cannot be adequately maintained and the chance of falling is increased in the event a hand or foot slip occurs.

Daniels County joins the MACo
Property and Casualty Trust
By Greg Jackson, MACo PCT/WCT Administrator

Daniels County has joined the MACo Property and Casualty Trust (MACo
PCT) effective November 24th, 2015, becoming the 49th county member.
The MACo PCT Trustees and staff welcome the Daniels County Commissioners, Gary Linder, Mikel
Lund, Lee Humbert, in addition to the other elected officials, employees and volunteers.
Perry Wolfe, of Wolfe-Daniels Agency is the agent who represents the county and who will be working
with MACo PCT in providing the many services offered by the trust.
On a personal note, Daniels County is my home county. I’ve been asked why the county has not been a
MACo PCT member even though they have been a MACo Workers’ Compensation Trust member for
many years. My general response is “They know me too well.”
In any event, I am privileged to announce their joining the MACo Property and Casualty Trust.
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2015
DIRECTORY OF
MONTANA
COUNTY OFFICIALS
Now half price
$7.50 ea.
You may order your directory by
going to our website:
www.mtcounties.org
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Social Safety During the Holidays
Even though this is the season of sharing, when it
comes to social media, some things should stay
private. Here are some social media safety tips for
the holidays:


Location-based network sites can be dangerous.
Never use your home’s actual address on checkin sites like Foursquare.



Never share your home address publicly through
social media. Always private-message someone
rather than posting on social media. Remember
that social media conversations are typically seen
by many eyes.



Be selective when posting photos from inside
your home, such as a picture of a big pile of presents below your tree, or new, elaborate gifts
such as flat-screen TV’s, video game systems,
jewelry, etc. By doing this, you make everyone
aware of the hundreds or thousands of dollars of
new merchandise that someone could easily get
in your home.



Make sure to keep your travel plans off social
media. Don’t post where you’re going, when
you’re leaving, or when you’ll be back. Wait until
you’re home to tell people you went on vacation
and post pictures after the fact. You could be
inviting thieves to come to your home if they
know you’re gone.



Update your security and privacy settings to
ensure your posts and photos are available only
to your approved friends. You may also want to
change your settings and reveal your posts to a
predefined list of members, such as family, close
friends, professional contacts, etc.



Beware when posting photos online from your
phone. The geolocation on photos can reveal
your location.



Talk to your children about social media safety
and the importance of being sage while sharing
information online.
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Never leave your phone lying around in public
places. Chances are someone could easily
access your passwords, social media accounts,
and even bank account information from your
phone.

NACo Webinar
December 3 , 2:00 PM - 3:30 PM EDT
(General Audience)
Instrument Training for Integrity Pilots
Just as pilots have to trust their instruments during
bad weather, public servants must steer their way
through the temptations of instinctual judgment, and
trust their instruments. This webinar concludes with
a ten point checklist of integrity decision-making.
This is the final presentation in NACo's five-part
series on Integrity and Civility, featuring Stu Brody,
Founder of Integrity Intensive. The series probes
beyond common understandings of integrity and
civility and teaches distinct skills—a “practice”—for
tackling the complex ethical and interpersonal
challenges of public life.
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Commissioner
Profile
Jim Moore
Judith Basin County
Spouse’s name and time
together: Aline and I have
been together for 50 years
Children’s name and ages:
Brad Moore, age 47
Occupation and years at current occupation:
Present-Judith Basin County Commissioner 10
months
Profession before current occupation:
Montana State University Extension Agent

Favorite movie: “Forrest Gump”
Person(s) who had the biggest influence on you/
your life, and why: My dad, because he always
pointed me in the right direction and had my
respect.

Correctional Risk
Services
Welcomes
Granite County
And thanks them for
joining in November

Education: BS in Agricultural Education at Montana
State University
Biggest challenge you’ve ever faced: Running for
public office
Two people, alive or not, you would like to have
dinner with: Tom Hanks, actor and Johnny Carson,
comedian
Surprising fact about you: I have been a professional sheep shearer 38 years and still shearing
some.
Most adventurous thing you’ve ever done:
Traveled to New Zealand and South Africa
Favorite TV show: “The Big Bang Theory”
A turning point in your life: Moving to Stanford,
Montana and being employed by Judith Basin
County and Montana State University Extension
Service.
A book you have read twice (or more): “Master of
the Game” by Sidney Sheldon
The job you wanted at age 18: Ranch and farm
worker
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You arrive at your hotel and check in at the front desk. When checking in, you give the front desk your
credit card (for all the charges for your room). You get to your room and settle in.

MACo News

Someone calls the front desk and asked for; example Room 620 (which happens to be your room).

Arthur J. Gallagher
200 S. Orange Avenue, Suite
1350 Orlando, FL 32801
(800) 524-0191, Ext. 3512
www.ajg.com

Data Breach? Top 10 Things to Do Next
1. Consult Your Incident Response Plan
Hopefully you have an incident response plan and team already place. Hopefully, you've even done some run
-throughs or rehearsals in the past and already know the players. If you do have an Incident Response Plan -follow it. Failing to follow your own plan may give rise to claims of gross negligence or recklessness. Hopefully, when you formulated your Incident Response Plan, you made sure it was one you could adhere to and live
with.
If you or your clients do not have an Incident Response Plan, this is something you should definitely put in
place. Not only is it extremely useful, but it is the first thing that regulatory authorities and plaintiffs' lawyers will
ask for. The lack of one will undoubtedly be used by adverse parties (and the courts) to assess liability. Every
company should at least have some sort of response plan in place.
But if you don't, there's not much to be done about it once the breach occurs -- except to create one on the fly.
2. Preserve the Attorney-Client Privilege
So the next thing to think about is preserving the attorney-client privilege and work product doctrine with regard to documents and communications pertaining to the cause, and remediation, of the breach. You should
definitely make sure that in-house counsel and external counsel are involved in all communications relating to
the breach, as you are certainly in anticipation of litigation mode.
Ideally, external counsel should be in charge, working hand in hand with in-house counsel and the technical
people discussed next. The external counsel should be involved in the selection and retention of these experts, and perhaps be the procuring party, to give your company the best option to preserve privilege. This is
particularly the case if in-house counsel is located outside the United States, in a country where the attorneyclient privilege may not apply to in-house counsel.
Continued on page 16...

We are a leader in providing Risk Management solutions to Public Entity and Scholastic organizations. We
provide:



First Dollar or Deductible Programs
Pools, Captives, or Risk Retention Groups

Large or small, we’ll be your partner in providing Risk Management services for your Public
Entity.
Please contact Richard Terlecki or Mary Albee at (800) 524-0191 for more information.
MACo News • Volume 44, Number 11 • November 2015
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Continued from page 15...

Of course, you should make sure that privileged communications bear the "privileged and confidential" header or footer placed prominently thereon, and take all precautions to preserve privilege while you are learning
and assessing how the data breach occurred and what should be done about it.
3. Use Alternative Modes of Communication

As your company's system has been compromised, and you may not know the full extent, you should seriously consider refraining from using your company's email system, which may be compromised as well.
Meetings, phone calls or texts are preferable. You may even consider resorting to that old stand-by, interoffice mail, as opposed to emails. You should also refrain from other methods of communication using your
company's systems, such as Skype or other live-chat mechanisms, at least until you can be confident that the
system is once again secure.
4. Retain a Forensic Consultant
Next, you should make sure you have qualified IT personnel and a forensic consultant investigating the
breach. Hopefully, you or your counsel already have one on retainer, or at least on speed-dial, as part of your
Incident Response Plan. But if not, you need to act, or have your counsel act, fast. You need your forensic
consultant to quickly figure out what type of information has been exposed, the cause of the breach, the date
of the breach, the duration of the breach, how to cut off the threat, and how to stop the flow of information
from spreading.
5. Document Preservation
You also need to be extremely focused on document preservation, to avoid spoliation claims and also to preserve
evidence for your defense. Documents to be preserved include all system log files, including the firewall, VPN, mail, network, client, web, server and intrusion systems logs. These are key. Proving the methods
used to enter your company's system may be integral to your defense. If you can prove that your company
took reasonable precautions, using up-to-date technology, but you are nevertheless a victim of a statesponsored hacker or sophisticated criminal organization you will have a much stronger defense. For example,
your contracts with business partners may have force majeure clauses providing that your company is not
liable for "malicious acts of third parties" or "acts of terrorism." Thus, it is extremely important to preserve the
evidence demonstrating the breach has the earmarks of a terrorist act.
It is vital that you balance three sometimes competing workstreams at the same time:
1.investigating and stopping the threat;
2.while preserving attorney-client privilege; and
3.preserving evidence.
6. Consider Telling Law Enforcement
You also must consider notifying law enforcement. In many states, this is required. It may also help get you
obtain leniency in any investigation. Law enforcement may also be of assistance in resolving and remediating
the problem, as they may have seen the same type of breach before. However, keep in mind that law enforcement will sometimes be more focused on catching the perpetrator as opposed to helping your company.
Continued on page 17...
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Law enforcement involvement may also cause distractions, such as by sending information requests while
holding back evidence. If the breach is contained and you can quickly get it under control, and third parties'
personal identifying information is unaffected, you may not need to alert law enforcement. All of these factors
should be considered. You should also be cognizant of the type of law enforcement that is involved. Civil regulators may be much more focused on your company as a target rather than viewing your company as a victim.
7. Notifications
Once you get a handle on what type of information has been exposed, and the locations of the individuals or
business whose information has been exposed, you may begin addressing notice requirements. Nearly every
state has a notification requirement, and there are several federal notification requirements as well.
You need to determine whether unencrypted personally identifying information has been exposed, such as a
customer's or employer's name and social security number, driver's license number, credit card number or
bank account number with password. Sometimes this type of information is stored separately from a company's main systems, so it is possible that a data breach can occur that does not expose personal identifying
information. More than likely, however, notifications will be required and differ under many states.
In an ideal world, you will already have draft notifications written for the relevant jurisdictions. Otherwise, you
have some serious work to do. The good news is that there are many vendors that specialize in drafting and
sending out the notifications, so if you don't already have one lined up, you might want to consider enlisting
one. Of course, this should be covered in your Incident Response Plan.
Before you send out notifications, you should consult with any involved law enforcement, as they may want to
keep as much information confidential as possible to attempt to catch the perpetrator. In many states, a law
enforcement request to refrain from sending notifications constitutes a defense to claims of unreasonably late
notifications. Also note that many state statutes require notification of credit reporting agencies as well.
8. Press Releases/Communications
Regardless of the required notifications, word of data breaches gets around quickly, and soon your customers
and business partners may get wind of it. Assuming law enforcement has no objection, you need to consider
a press release or an email to customers or business partners.
Any such communication should describe what occurred accurately yet in as non-inflammatory matter as possible. Obviously, you do not want to provide plaintiffs' lawyers with "Exhibit A" in a litigation.
You should describe what occurred, what information may have been exposed, how you are remediating the
situation, and emphasize that you are focused on doing so. You should also consider setting up a hotline or
email address for those with questions. Also, you might want to consider getting ahead of the curve and offering credit monitoring, identity theft insurance, identity theft help, or even set up claims for compensation, right
away, to keep the customers or business partners on your side.
However, often at the time of any such communication, you may not know the full extent of the facts, so you
should be careful to state that you are still investigating. Once more facts are known, you may have to update
the communication so it does not become false, misleading, or incomplete.
Continued on page 18...
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9. Insurance
Hopefully you already have cyber insurance lined up, because if you do not, it will obviously be quite hard to
come by at this point. Insurance companies do not like to insure burning buildings. If you are fortunate enough
to have cyber insurance, you need to look into your insurance coverage and advise your insurance company
immediately. Your insurer may have requirements regarding the attorneys and/or forensic consultant you may
retain and obtain reimbursement, so you should confer with your insurance company as soon as possible upon learning of the breach. Also, consider the types of insurance you may have. Are you insured against claims
asserted by credit card companies? Against extortion, as hackers sometimes demand payments for the return
of your information? Are you insured for losses due to business interruption? All of this may affect your goforward strategies.
10.

Indemnification/Lawsuits

Next, you may want to consider whether any third person, such as an outside vendor, is either responsible for
allowing the breach to occur, such third person may be liable, or for failing to detect the breach earlier, resulting in the damages.
At the same time, you should be gearing up to respond to information requests and the variety of lawsuits that
will surely be filed. You should think about having several legal teams working in tandem; one investigating
the cause of the breach and the remediation, another preparing for the wave of information requests the company will surely get from law
enforcement and civil regulators, who will be seeking responses on an expedited basis; one responding to the inevitable lawsuits; and one pursuing action against potential third parties
who allowed the breach to occur or did not detect it sooner.
CONCLUSION:
While obviously the more you have prepared for the data breach the better, you will, in all likelihood, get
through the breach and move on. Remember that. Stay calm and focused as you work though these 10 steps.
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MACo News
2016 Legal Holidays
Holidays

Observed

New Year’s Day……………………………….. Friday, January 1
Martin Luther King Jr. Day……………………. Monday, January 18
Presidents’ Day............................................... Monday, February 15
Memorial Day………………………………….. Monday, May 30
Independence Day...............………………..... Monday, July 4
Labor Day………………………………………. Monday, September 5
Columbus Day…………………………………. Monday, October 10
Election Day....................................................Tuesday, November 8
Veterans' Day…………………………………...Friday, November 11
Thanksgiving Day……………………………... Thursday, November 24
Christmas Day....................…………………... Monday, December 26

The staff at MACo
Would like to wish you all
Happy Holidays
and a very
Happy and Healthy New Year.
We are thankful for all of your support
and look forward to a
rewarding and successful
2016!
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MACo News
Calendar of Events
Please go to www.mtcounties.org for
more detailed information

MACo Midwinter Conference
February 1-4, 2016
Heritage Inn, Great Falls

Legislative Interim Meetings at the Capitol
December 2015

January 2016

10 Task Force on State
Public Defender
Operations

11-12 Water Policy
11-13 School Funding
13
Environmental
Quality Council
14-15 Education & Local
Government
15
Energy & Telecom

MACRS
Annual Spring Conference
Save the Date
March 28 - 31, 2016 - Great Falls

Board of Directors
EXECUTIVE COMMITTEE
President
Maureen Davey, Stillwater County
1st Vice President
Todd Devlin, Prairie County
2nd Vice President
Bill Barron, Lake County
Fiscal Officer
Mike McGinley, Beaverhead County
Urban Representative
Jim Reno, Yellowstone County
Immediate Past President
Dave Schulz, Madison County
PAST PRESIDENTS
Joe Briggs, Cascade County
Greg Chilcott, Ravalli County
John Ostlund, Yellowstone County
Carl Seilstad, Fergus County
Mike McGinley , Beaverhead County
John Prinkki, Carbon County
Bill Kennedy, Yellowstone County
Carol Brooker, Sanders County
Bob Mullen, Jefferson County
DISTRICT CHAIRS
1. Gary Macdonald, Roosevelt County
2. Douglas Buxbaum, Dawson County
3 Bob Lee, Rosebud County
4. Larry Hendrickson, Liberty County
5. Ron Ostberg, Teton County
6. Richard Moe, Wheatland County
7. Susie Mosness, Sweet Grass County
8. Leonard Wortman, Jefferson County
9. Marty Malone, Park County
10. Tony Cox, Sanders County
11. Jeff Burrows, Ravalli County
12. Tom Rice, Beaverhead County
ELECTED OFFICIALS ASSOCIATION REPS
County Attorneys - Leo Gallagher,
Lewis & Clark County
Clerk & Recorders - Paula Jaconetty,
Teton County
Clerks of Court - Valerie Hornsveld,
Broadwater County; Connie Mattfield,
Musselshell County; Jennifer Brandon, Gallatin
County
Magistrates - Linda Budeski, Park County
School Superintendents - Susan Beley,
Wheatland County
Sheriffs & Peace Officers - Chris Hoffman,
Ravalli County
Treasurers - Jane Stene, Sweet Grass County
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MACo STAFF
Harold Blattie, Executive Director
Sheryl Wood, Associate Director
Kathy Johnson, Finance Director
Sara McGowan, Accounting Technician
Karen Houston, Meeting Planner
Shantil Siaperas, Legislative Analyst &
Communications Specialist
Sharon Wilson, Administrative Assistant
Greg Jackson, PCT/WCT Administrator
Shannon Shanholtzer, PCT/WCT Associate
Administrator
Emelia McEwen, Senior Loss Control Specialist
Jim Muskovich, Loss Control Specialist
Bonnie Knopf, Claims Data Specialist
Brian Hopkins, General Counsel
Carol Knight, Legal Assistant
Gregory Bonilla, Managing Defense Counsel
Maureen Lennon, Defense Counsel
Mitch Young, Defense Counsel
Kimberly Potter, Legal Assistant
Jodi Bell, Defense Services Office Coordinator
Dennis Jupka, Claims Administrator
Wendy Sesselman, Workers’ Comp Claims
Supervisor
Christine Holling, Senior Claims Representative
Liz Krzan, Senior Claims Representative
Kim O’Brian, Claims Specialist
Debbie Bjerke, Claims Representative
Karyn Shirilla, Claims Support Specialist
Alyce Bailey, HCT Administrator
Laurie Goltry, HCT Program Coordinator
Deanna Carpenter, HCT Administrative/Enrollment
Assistant
Pam Walling, HCT Marketing Coordinator
Shelley Murphy, HCT Marketing Coordinator
Tom Beneventi, Facilities Director

ASSOCIATE
MEMBERS
Diamond
Member
Arthur Gallagher
Risk Management
Services
MT Dept. of
Commerce

Silver Members
Nationwide
Retirement
Solutions
NorthWestern
Energy
Apollo Solutions
Group

Bronze Members
AT & T
Morrison-Maierle
Ameresco, Inc.
WGM Group
Dorsey & Whitney
Territorial
Landworks, Inc.

Copper Member
MDU Resources
Anderson
ZurMuehlen
& Company P.C.
MT Newspaper
Association

AFFILIATE
MEMBER
Montana Association
of County Road
Supervisors (MACRS)

Thank you to our
Members!
For information on
how to become an
Associate Member,
visit our website at
www.mtcounties.org
or call
406-449-4360

2015
Directory of
Montana County
Officials
Half Price!

MACo NEWS
Ph: 449-4360 Fax: 442-5238
maco@mtcounties.org
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