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• Former Indiana SOS Chief of Staff, 
and Deputy Secretary of State
• Managed the legislative priorities 

of the office
• Oversaw statewide elections in 

coordination with the counties
• Served as the office’s CFO by 

overseeing the Secretary’s 
dedicated and appropriated 
funds 

• Implemented Indiana’s statewide 
election cybersecurity solution.

Brandon Clifton
SVP Government Relations, ES&S



• Former CISO for HHS
• Deputy CISO for the VA
• Director of Security for 

National Research Corporation
• CISO for the University of Nebraska
• CIO for the Military Sealift Command
• Chief of Operations for the Defense 

Intelligence Agency Western Region
• 20+ years U.S. Navy

Chris Wlaschin
SVP Security and CISO, ES&S



Who is ES&S?



“Maintain voter 
confidence and 

enhance the voting 
experience.”

ES&S Vision



450+
Dedicated
Employees

10
ES&S

Locations

Years
Supporting 
Elections

Our People

40+



Our Customers

ES&S serves

40 states 
and more than

1,833 county-level 
jurisdictions
tabulating for

94,089,889 voters

(plus the District of Columbia)



Tabulation 
Customers



General Terms for Voting Equipment

Ballot Marking 
Devices

Precinct
Tabulators

Central 
Tabulators

Poll Place
Equipment

Election Central 
Equipment

110,214
ExpressVote

68,407
DS200

638
DS450



Other Election Equipment

Ballot On 
Demand

Electronic 
Pollbook

Mail Ballot 
Sorters



Product Security 101
W h a t  y o u  n e e d  t o  k n o w





Voter Registration 
Systems

Vote-By-Mail

Equipment &
Ballot Delivery

Polling Places

Voter Check-In /
E-Pollbooks

Election Management 
Systems

Reporting 
Systems

Decentralized Systems

Distributed Systems
Centralized Systems

Electronic Ballot 
Delivery SystemsPrecinct 

Voting 
Equipment

Mapping Potential Vulnerabilities



Physical Controls
Restricted access to equipment, locks and seals

System Hardening
Limiting potential attack surfaces by locking systems down

User Authentication
Password protection and least privilege access

Encryption
Using secret keys to prevent data access / manipulation

Data Integrity Validation
Digital signature and hash checks to ensure data integrity

Audit Logs & Trails
System logs, chain of custody documents and audits of results

Layers of Security



$4 BILL IONS

$9 BILL IONS

$900,000

$6 BILL IONS

Physical Controls

System Hardening

User Authentication

Encryption
Data Integrity Validation

Audit 
Logs 

Layers of Security



Physical security features include:
• All data ports secured behind lockable doors with 

tamper-evident security seals

• USB flash drive secured with locks and tamper-evident 

devices

System Application Security: 
• Performs self-diagnostic tests at startup
• Control logic 
• Uses digital encryption and signing of key configuration and 

data files 
• Records errors and major events with the date and time

U n i v e r s a l  V o t i n g  M a c h i n e  a s  a  M a r k e r

ExpressVote®

Hash ValidationsDigital SignaturesEncryption



Physical security features include:
• All data ports and the power switch are secured behind 

lockable and sealable access doors 
• All critical hardware components can be locked and 

sealed

H i g h - T h r o u g h p u t  S c a n n e r  &  T a b u l a t o r

DS450®

System Application Security: 
• Uses digital encryption and signing of key configuration 

and data files. 
• Election media is digitally signed and verifiable. 
• No capability to write or otherwise change the election 

program once installed.
• Password protected access to administrative functionsHash ValidationsDigital SignaturesEncryption



Physical security features include:
• All data ports and the power switch are secured behind 

lockable and sealable access doors 
• All critical hardware components can be locked and 

sealed

H i g h - S p e e d  S c a n n e r  &  T a b u l a t o r

DS850®

System Application Security: 
• Uses digital encryption and signing of key configuration 

and data files. 
• Election media is digitally signed and verifiable. 
• No capability to write or otherwise change the election 

program once installed.
• Password protected access to administrative functionsHash ValidationsDigital SignaturesEncryption



• Password protected

• Limited User Access

• All actions are logged

• Security codes 

• Supports data encryption 

• Digitally signs:

• Every cast vote record 

• The package of cast vote records captured by the 

tabulators

• All data sent to the tabulators on removable media 

• All data returned from the tabulators on removable 

media 

• Runs on a Hardened System

E l e c t i o n  M a n a g e m e n t  S y s t e m

Electionware®

Hash ValidationsDigital SignaturesEncryption



Supply Chain Security





ES&S works with leading security experts to create the 
most secure supply-chain possible — with rigorous 

inspections at every step — to provide accurate and 
reliable elections for our nation.



ES&S conducts thorough security reviews 
of its supply chain to ensure every 
component is trusted, tested and free of 
defects, including:

• Risk assessments using NIST 
Cybersecurity Framework 
(CSF) tools 

• On-site visits to suppliers

Supply Chain Security Considerations



Vetting Product 
Authentication

Assembly Importing Final 
Configuration 
& Validation

Delivery & 
Installation 

at Customer 
Locations

Supply Chain Steps



• 2018: Hired full-time SVP & CISO, Chris Wlaschin

• Enhanced physical and employee security

• Leadership roles in SCC

• Vice Chair – 2018, 2021

• Chair – 2019, 2020

• Instituted DHS format Cyber Incident Response Plans

• Participate in weekly DHS Cyber Hygiene Scans

• First to join EI-ISAC; founding member of IT-ISAC SIG

• Supply chain audited to DHS, NIST standards

• Deployed Albert Monitor in partnership with CIS

• Participate in independent penetration testing via 
ProCircular, BulletProof, States of DE, SC, and RIT

• Participate in testing at DHS Critical Product Evaluation 
Program (CPE)

Security Partnerships & Third-Party Testing

What have we done to keep raising the bar?

ES&S
Security

Top 10

Physical 
Security

SCC 
Leadership

Cyber 
Response

DHS Cyber 
Scans

EI-ISAC 
IT-ISAC

Supply 
Chain 
Audits

Albert 
Monitor

Indi
Testing

CPE 
Testing

CISO

CPE 
Testing

Indi
Testing

Albert 
Monitor

Supply 
Chain 
Audits

EI-ISAC 
IT-ISAC

DHS Cyber 
Scans

Cyber 
Response

SCC 
Leadership

Physical 
Security

CISO



Vetting

Every partner in ES&S’ global supply chain must regularly undergo a 
multi-point, in-depth check for security, safety, reliability and adherence 
to stringent operating procedures.



Product Authentication

• All electronic components are certified to Electronic Components Industry 
Association standards. 

• These standards, developed to fight counterfeiting, are upheld with a 76-point 
audit of manufacturer and distributor quality management systems. 



Assembly
Trusted manufacturing partners inspect the components 
upon arrival; this includes using high-powered 
microscopes to look for irregularities.

• Security assessments are conducted on each of our 
manufacturing partners.

• Key manufacturing personnel have gone through federal 
background checks.

• All manufacturing partners are ISO-compliant, following highly 
regulated processes for quality management.



Assembly
• Contract manufacturers are audited using both 

on-site quality teams, as well as site visits to 
confirm that the manufacturers are following 
prescribed processes. 

• ES&S contract manufacturers’ procurement and 
supplier oversight policies are thoroughly vetted 
by ES&S to ensure they meet the established 
requirements. 



Importing

100% of our shipping partners are Customs Trade Partnership Against Terrorism (CTPAT) 
certified—which is the U.S. Customs and Border Protection’s highest level of cargo security.

• CTPAT is the Authorized Economic Operator (AEO) program for the U.S.

• All CTPAT certified distributors are required to demonstrate that their supply chains are secure from 
the point of origin to the point of distribution.

• Other critical infrastructure sectors, including defense and healthcare, trust and use CTPAT certified 
distributors.



Final Configuration & Validation
Before units are approved for delivery to customers, important steps take place:

• Our systems are tested by an independent, US-based laboratory that completely dismantles units to 
verify that the firmware on the programmable active components meets all specifications and is quality 
tested to our exacting standards.

• In Omaha, Nebraska, the final hardware is configured and the final end-to-end QA testing is conducted, 
which includes installing the certified software and firmware. 



Delivery & Installation at Customer Locations

• For transit, tamper-proof seals are placed on truckloads, and access to freight 
terminals is restricted.

• Upon delivery to customers, the firmware is verified once more.



Questions?
security@essvote.com



THANK YOU!
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